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The Importance of Security for Embedded Designers 
Along with the explosive growth of edge node devices comes an ever growing need for 
protecting data, reducing fraud and securing networks. With new and expanding uses of 
embedded technology, the full threat from the expansion of smart things is just now 
being realized. The Kinetis K8x MCU family leverages proven security technology to 
deliver the most secure MCU platform; enhancing Trust, Cryptographic acceleration and 
Tamper features in the form of a multi-function microcontroller. Security is no longer a 
problem that can be set aside to a future design or pushed up network infrastructure. 
Whether designing a connected chicken coop door or a mobile payment application, 
K8x family has the capability to allow designers to build with confidence for the IoT 
today.  

Product Summary 
The Kinetis K8x MCU family extends the Kinetis MCU portfolio with advanced 
security capabilities including:  
 

 Boot ROM to support encrypted firmware updates 
 Support for public key cryptography 
 Hardware AES acceleration with side band attack protection 
 Automatic decrypt and execute from external NOR flash memory 

 
These advancements are done while maintaining a high level of compatibility with 
previous Kinetis devices. K8x MCUs are performance-efficient and offer industry-
leading low-power while providing significant BOM savings through smart on-chip 
integration. The Kinetis K series is supported by a comprehensive set of 
development tools, software and enablement. 
 
 

Highlights  
In addition to advanced security, this latest member of the Kinetis portfolio contains 
the following: 
 
• Execute in place (XIP) from external serial NOR flash memory for nearly 

limitless scalability 
• CPU and system cache reduce latency of memory resources lowering power 

consumption and improving performance 
• Separate I/O power domain for up to 14 pins allow operations without the need 

for external level translators  
•  FlexIO peripheral expands MCU capabilities by emulating serial, parallel, or 

custom interfaces using software drivers provided by the Kinetis SDK 
• Low-power operation with dynamic currents down to 220 uA/MHz, state 

retention stop mode down to 5.5 uA with fast wake-up time and lowest power 
mode with only 340 nA  
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• Faster time to market with comprehensive enablement solutions, including SDK 
(drivers, libraries, stacks), IDE, ROM bootloader, RTOS, online community, and 
more 
 

From a feature and price standpoint, the K8x brings greater capabilites to the Kinetis 
K2x sub-family at comparable prices  
 

 

 

Target Applications 
 

• Smart Wearable Devices 
• Portable Health & Fitness 
• Gaming Controllers 
• Smart Home Automation and Security  
• Building Control  
• Point-of-Sale 
• Activity and wellness monitor 
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Product Overview 

 

 
Advanced Security 

 Flash and chip security settings 
 Memory protection unit provides memory protection for all masters on the cross 

bar switch, increasing software reliability 
 Hardware implementation of security operations Symmetrical crypto. Supports 

DES, 3DES, AES, MD5, SHA-1 and SHA-256 algorithms 
 Ability to disable JTAG and chip unique ID 
 ROM support for encrypted firmware updates 
 Flash Access controller to create execute only regions of embedded flash 
 K81 and K82: Hardware crypto co-processor with support for DES, AES and 

Public key cryptography 
 K81 and K82: On-the-fly AES decryption and execution from external serial NOR 

flash 
 K81: Tamper detect module with detection for temperature, voltage, clock or pin 

tampers with the ability to create active tamper meshes 
 K81: 2KB of secure session RAM linked to the tamper detect module 
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Memory and Scalability 
256KB of Flash 
256KB of SRAM 
CPU cache consisting of separate 8KB I/D and 8KB system cache 
QSPI controller optimized for XIP from external serial NOR flash memories with support 
for quad and octal data interfaces 
SDRAM and external memory bus interfaces 
eMMC/SDIO interface through eSDHC peripheral 
 
 
Performance 
ARM® Cortex®-M4 core + DSP up to 150 MHz, single-cycle MAC, single instruction 
multiple data (SIMD) extensions, single precision floating point unit 
Up to 32-channel DMA for peripheral and memory servicing with reduced CPU loading 
and faster system throughput 
CPU cache consisting of separate 8KB I/D and 8KB system cache 

 Cross bar switch enables concurrent multi-master bus accesses, increasing bus 
bandwidth 

HMI (Human Machine Interface) 
32-Pin FlexIO block capable of interfacing to camera or displays 
External memory bus for connection to smart display modules 
Touch Sense interface supported by Kinetis SDK software library 
GPIO pins with support for digital filtering 
 
Mixed Signal Capability 
16-bit analog-to-digital converter (ADC) with configurable resolution. Single or 
differential output mode operation for improved noise rejection 
12-bit digital-to-analog converters (DACs) for analog waveform generation for audio 
applications 
Two high-speed comparators providing fast and accurate motor over-current protection 
by driving PWMs to a safe state 
Analog voltage reference provides an accurate reference to analog blocks, ADC and 
DAC, and replaces external voltage references to reduce system cost 
 
Connectivity and Communications 
USB 2.0 On-The-Go (full-speed) with USB transceiver. Intelligent design with 
embedded 48 MHz oscillator allowing for USB crystal-less system design. Device 
charge detect optimizes charging current/time for portable USB devices enabling longer 
battery life. Low-voltage regulator supplies up to 120 mA off chip at 3.3 volts to power 
external components from 5 volts input 
Up to four UARTs with IrDA support 
EMVSIM module with ISO7816 smart card support 
Inter-IC Sound (I2S) serial interface for audio system interfacing 
Three DSPI and four I2C 
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Reliability and Safety 
Memory protection unit provides memory protection for all masters on the cross bar 
switch, increasing software reliability 
Cyclic redundancy check engine validates memory contents and communication data, 
increasing system reliability 
Independent-clocked COP guards against clock skew or code runaway for fail-safe 
applications such as the IEC 60730 safety standard for household appliances 
External watchdog monitor drives output pin to safe state external components if 
watchdog event occurs 
 
Cost saving integration 
48MHz internal reference clock capable of supporting Full-Speed USB device without 
external crystal 
Integrated USB regulator to allow direct connection to 5V from USB cables 
Separate I/O power domain for several pins allowing interfaces without external level 
translators 
Analog voltage reference provides an accurate reference to analog blocks, ADC and 
DAC, and replaces external voltage references to reduce system cost 
 
Ultra-Low Power 
Flexible low-power modes with power and clock gating for optimal peripheral activity 
and recovery times. Stop currents of <340 nA, run currents of 200 µA/MHz, 5.8 µs 
wake-up from Stop mode 
Full memory and analog operation down to 1.71 volts for extended battery life 
Low-leakage wake-up unit with up to seven internal modules and 24 pins as wake-up 
sources in low-leakage stop (LLS)/very low-leakage stop (VLLS) modes 
Low-power peripherals and DMA for continual system operation in reduced power state 
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All devices in the Kinetis K8x family operate at 150MHz and contain 256KB of 
embedded Flash and 256KB of embedded SRAM. In addition to internal memory 
resources the K8x MCUs support execute in place from external serial NOR flash. The 
below table details the variations of the K8x devices. 
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MK80FN256CAx15R* 121 WLCSP 4.6x4.5x0.6 Yes Yes Yes Yes - - -
MK80FN256VDC15 121 XFBGA 8x8x0.5 Yes Yes Yes Yes - - -
MK80FN256VLL15 100 LQFP 14x14x1.7 Yes Yes Yes Yes - - -
MK80FN256VLQ15* 144 LQFP 20x20x1.6 Yes Yes Yes Yes - - -
MK81FN256CAx15R* 121 WLCSP 4.6x4.5x0.6 Yes Yes Yes Yes Yes Yes Yes
MK81FN256VDC15 121 XFBGA 8x8x0.5 Yes Yes Yes Yes Yes Yes Yes
MK81FN256VLL15 100 LQFP 14x14x1.7 Yes Yes Yes Yes Yes Yes Yes
MK81FN256VLQ15* 144 LQFP 20x20x1.6 Yes Yes Yes Yes Yes Yes Yes
MK82FN256CAx15R* 121 WLCSP 4.6x4.5x0.6 Yes Yes Yes Yes Yes Yes -
MK82FN256VDC15 121 XFBGA 8x8x0.5 Yes Yes Yes Yes Yes Yes -
MK82FN256VLL15 100 LQFP 14x14x1.7 Yes Yes Yes Yes Yes Yes -
MK82FN256VLQ15* 144 LQFP 20x20x1.6 Yes Yes Yes Yes Yes Yes -

 
* The WLCSP and 144 LQFP package for this product is not yet available; however, it is included in a 
Package Your Way program for Kinetis MCUs.  
Please visit Freescale.com/KPYW for more details. 
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Suggested Stocking 
Those devices highlighted below in green are highest priority for stocking based on 
anticipated popularity.  The item marked in red can not be stocked by the distributor, but 
will be available for particular customers under NDA from Freescale.com.  Those items 
marked in yellow and orange can be stocked at the distributors’ discretion.  Devices in 
green will be the high runners and should definitely be stocked for launch.  Devices in 
the LQFP package are ready for immediate shipment.  Devices in the XFBGA package 
are orderable now, but will ship out following the launch (targeting late Q4/early Q1).  

MK Part Number 
10Ku S/R 

*Check Web 
latest Price 

Product 
Family 

Pin 
Count Package Dimensions 

(xyz)(mm) 
Pitch 
(mm) MOQ Suggested 

Stocking  

Order 
Priority and 
Comments 

 

 

MK82FN256VDC15 $5.02 K82 121 XFBGA 8x8x0.5 0.65 384 348 

#1 – True 
superset 
device for 

broad market 

 

MK82FN256VLL15 $4.88 K82 100 LQFP 14x14x1.7 0.5 90 180 

#1- True 
superset 
device 

for 
broad 
market 

 

MK80FN256VDC15 $4.44 K80 121 XFBGA 8x8x0.5 0.65 384 348 

#2 – K82 
devices can 
be used as 
superset if 

needed 

 

MK80FN256VLL15 $4.29 K80 100 LQFP 14x14x1.7 0.5 90 90 

#2 – K82 
devices can 
be used as 
superset if 

needed 

 

MK81FN256VDC15 $5.25 K81 121 XFBGA 8x8x0.5 0.65 384 348 

#3 – Docs 
and SW for 
this part are 
under NDA 
only, POS-

focused 

 

MK81FN256VLL15 $5.10 K81 100 LQFP 14x14x1.7 0.5 90 90 

#3 – Docs 
and SW for 
this part are 
under NDA 
only, POS-

focused 

 

           

FRDM-K82F $50.00 K82         1 50 Ideal launch 
board  

 

TWR-K80F150M 
$189.00 

K80         
1 5 

Tower 
System 
Mofule  

 

TWR-POS-K81       1 0 

This board 
will be sold 

only through 
Freescale 

directly due 
to NDA 

requirement 
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Enablement 
To accelerate time to market and enable a wide range of applications, the K8x MCUs 
are enabled by hardware options summarized below. 
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Freescale Board Support Packages 

The Kinetis software development kit (SDK) provides comprehensive software support 
for Kinetis MCUs. It includes a hardware abstraction layer (HAL) and drivers for each 
MCU peripheral, USB and connectivity stacks, middleware, real-time operating systems 
and example applications designed to simplify and accelerate application development 
on Kinetis MCUs. The Kinetis SDK is complimentary and includes full source code 
under a permissive open-source license for all hardware abstraction and peripheral 
driver software. 

The Kinetis SDK is offered for free, and support for it is provided through the Kinetis 
Software Development Kit (SDK) Community Forum. 

www.freescale.com/ksdk  
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Third Party Support Ecosystem 

For a list of partners please visit us at Freescale.com/kinetis/kseries under each product 
page or click here. 

Available Documentation 
Documentation is posted to web at  http://www.freescale.com/products/arm-
processors/kinetis-cortex-m/k-series/k8x-scalable-secure-mcus:K8X-SCALABLE-
SECURE-MCU  
Updated presentation on CIA at: 
https://www.freescale.com/livelink/livelink?func=ll&objId=234529113&objAction=browse
&viewType=1 
Updated Kinetis Master PUR at: http:www.freescale.com/go/KinetisMasterPUR 
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How to Reach Us 

 

Home Page: 
www.freescale.com 

Web Support: 
www.freescale.com/support 

USA/Europe or Locations Not Listed: 
Freescale Semiconductor, Inc. 
Technical Information Center, EL516 
2100 East Elliot Road 
Tempe, Arizona 85284 
+1-800-521-6274 or +1-480-768-2130 
www.freescale.com/support 

Europe, Middle East and Africa: 
Freescale Halbleiter Deutschland GmbH 
Technical Information Center 
Schatzbogen 7 
81829 Muenchen, Germany 
+44 1296 380 456 (English) 
+46 8 52200080 (English) 
+49 89 92103 559 (German) 
+33 1 69 35 48 48 (French) 
www.freescale.com/support 

Japan: 
Freescale Semiconductor Japan Ltd. 
Headquarters 
ARCO Tower 15F 
1-8-1, Shimo-Meguro, Meguro-ku, 
Tokyo 153-0064, Japan 
0120 191014 
+81 3 5437 9125 
support.japan@freescale.com 

Asia/Pacific: 
Freescale Semiconductor Hong Kong Ltd 
Technical Information Center 
2 Dai King Street 
Tai Po Industrial Estate, 
Tai Po, N.T., Hong Kong 
+800 2666 8080 
support.asia@freescale.com 

Information in this document is provided solely to enable system and software implementers to 
use Freescale Semiconductor products. There are no express or implied copyright license 
granted hereunder to design or fabricate any integrated circuits or integrated circuits based on 
the information in this document. 

Freescale Semiconductor reserves the right to make changes without further notice to any 
products herein. Freescale Semiconductor makes no warranty, representation or guarantee 
regarding the suitability of its products for any particular purpose, nor does Freescale 
Semiconductor assume any liability arising out of the application or use of any product or circuit, 
and specifically disclaims any and all liability, including without limitation consequential or 
incidental damages. “Typical” parameters which may be provided in Freescale Semiconductor 
data sheets and/or specifications can and do vary in different applications and actual 
performance may vary over time. All operating parameters, including “Typicals” must be 
validated for each customer application by customer’s technical experts. Freescale 
Semiconductor does not convey any license under its patent rights nor the rights of others. 
Freescale Semiconductor products are not designed, intended, or authorized for use as 
components in systems intended for surgical implant into the body, or other applications intended 
to support or sustain life, or for any other application in which the failure of the Freescale 
Semiconductor product could create a situation where personal injury or death may occur. 
Should Buyer purchase or use Freescale Semiconductor products for any such unintended or 
unauthorized application, Buyer shall indemnify and hold Freescale Semiconductor and its 
officers, employees, subsidiaries, affiliates, and distributors harmless against all claims, costs, 
damages, and expenses, and reasonable attorney fees arising out of, directly or indirectly, any 
claim of personal injury or death associated with such unintended or unauthorized use, even if 
such claim alleges that Freescale Semiconductor was negligent regarding the design or 
manufacture of the part. 

 


